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Started active operations

with 5 engineers

CyberSecurity excellence

award. Finalists and
winners

15 engineers;
12 projects

competition at

Splunk.conf 2019
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| #3in Clutch top b2b

: company in New York and
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Globally

44 engineers

6x Revenue growth, 65 certifications, 3
internal products

New Sales rep in Austria Partners on
Malta, USA, Germany Partnership
with IBM for Qradar as SIEM

#5 from 710 companies on Clutch, top
b2b company Globally award

Member of Europe Business Association
OWASP Lviv Splunk PS partner

First 24x7 SOC with 2TB of Splunk Logs
per day. Swedesh customer

We won SecOps EU competition

39 engineers;
8 conferences as speakers

#8 at BOSS of the SOC

#22 on Gartner as
MDR

#10 on Gartner as
Pentest vendor

#1 in Clutch
#23 in Gartner years in a raw
200% Y2Y growth 107 professionals

78 engineers
MDR Product started

#4 at Splunk Boss
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: of the SOC 2023

Strategic Partnership with
Microsoft and Azure Security

ISO 27001:2013 Compliance

[
#1 Cybersecurity provider

Gartner top 10 security 2022 by Clutch
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consulting vendor I
#5 in Manifest || #6 at Splunk Boss of
5 0-day exploits | the SOC 2022
released to public Il Most-reviewed cybersecurity
|
|
|
|
|
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#1 in best SIEM providers in company by Manifest

Comparitech in 2020
Official partnership
with ArmySOS

101 professional

#2 in Clutch. Top b2b
cybersecurity
company globally

60 professionals

=2 | UnderDefense



Company Mission

We make Internet
a Safer Place for You,
Your Family and Your Business
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We SOLVE a REAL
PROBLEM for the
WORLD:

World Economic
Forum GLOBAL
THREATS 2023:

https://reports.weforum.org/global-risks-report-2021/s
hareable-infographics/?doing_wp_cron=1633161596.
6176578998565673828125

Use of weapons

of mass destruction Interstate conflict
Adverse outcomes
of frontier technologies Geoeconomic
confrontation .
o : Wi i Ineffectiveness of
Digital power concentration i multiateral institutions
T N . A} >
Digital inequality - ~F Terrorist attacks ‘\ -
\§ Misinformation and
Breakdown of critical ‘ S disinformation
information infrastructure N y :
3 Environmental
damage incidents
g Natural disasters and

Statgcfgllaps\e . extreme weather

\ X \ Large-scale
‘ N\ involuntary migration =
Erosion of social cohesion \
V Proliferation of ilicit A Failure of

economic activity climate-change . gﬁs’(g;al resource
\ adaption

Failure to mitigate
climate change

Biodiversity loss and
ecosystem collapse

Severe mental
health deterioration o

A / ‘
Infectious diseases .’ ' Chronic health condmons

\

Collapse of a systemically
important supply chain

/ Employment cnses

Collapse or lack of public Failure to stabilize price trajectories
infrastructure and services

Debt crises

Cost-of-living crisis
Prolonged economic
downturn

Asset bubble burst


https://reports.weforum.org/global-risks-report-2021/shareable-infographics/?doing_wp_cron=1633161596.6176578998565673828125
https://reports.weforum.org/global-risks-report-2021/shareable-infographics/?doing_wp_cron=1633161596.6176578998565673828125
https://reports.weforum.org/global-risks-report-2021/shareable-infographics/?doing_wp_cron=1633161596.6176578998565673828125
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.roven Marke&eaders Clutch Leaders Matrix

Rollover to see company insights or click a company below for

‘ more details.
‘ o UnderDefense

And We SOLVE th|S . ‘ © Apriorit
PROBLEM W|th () © suntel Analytics

0 CyberDuo
quite a SUCCESS! = » © sicn
Emerging Niche ° Vumetric Cybersecurity Q Dataprise
a TPx Communications @ Edge Networks

. 0 Framework Security @ Yellow
. o Sekurno 0 Teal

/ Packetlabs Ltd. @ Applied Tech

FOCUS —

https://clutch.co/it-services/cyb
ersecurity/leaders-matrix
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https://clutch.co/it-services/cybersecurity/leaders-matrix
https://clutch.co/it-services/cybersecurity/leaders-matrix

Company Vision

e t0 become the Best Global MDR / IR
provider. Better than FireEye/Mandiant.

e o cultivate continuous development of
expertise in attack & defense.

e [0 promote young talents by providing our
Leadership Program and Partnership with
leading universities




Values

The Better mission is rooted in values that drive us

e \We believe that success lies in execution, not credentials

e We act like owners, not just employees

e We work to find answers on our own, not wait for them to be
given to us

e We optimize for mission, not ego

e We do what’s in the best interest of the consumer, not ourselves

e We have growth mindsets, not fixed ones

<2 | UnderDefense



| Customers geography:

e Germany e Australia

e Austria e Cyprus

e USA o UK

e Canada e |srael

e Malta e Brazil

e Sweden e Hong-Kong
e Switzerland e China

e Canada

Endpoints secured: 65 000
Penetration tests per year: 150+
Research published: 15

O-days published: 5

<2 | UnderDefense



Customers and Partners
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5 * - Quality of Service

UnderDefense Reviews 5.0 wa sk 1 reviews

5.0 *krkkk

"We are all happy with the project
delivery."

CTO, Cyber Security Company

(& Verified Review

5.0 *krkkk

"We had communication every day,
including weekly retrospectives,
planning meetings, and office visits."

Information Security Officer, OKKO Group

(& Verified Review

5.0 *krkkk

“You can trust their services and
they're affordable and quick.”

VP of Engineering, EduNav

(& Verified Review

5.0 dkrkkk

"In the end, the company convinced
us with its quality, flexibility and
proximity."

Director, Software Vendor

& Verified Review

Powered by CIUi’Gh

4.5 Yok dkkke

"We are really grateful for their quick
responsiveness and sensitivity to
customer needs."

Project Manager, SaaS Company

(& Verified Review

5.0 *krkAk

"We are very pleased with the results
of the evaluation."

Vice President, Engineering, Palo Alto
Software

(& Verified Review

- 2| UnderDefense



Awards & Recognitions

TOP Top

T0P Qe

cLoun cLoUD
SECURITY COMPANY SECURITY COMPANY 1000 COMPANIES TO[?
Clutch ¥ cuen K Solution

GLOBAL

v 2022 w

BEST MANAGED SIEM QEXUBFET% splunk>
: Gartne[@ EXCELLENCE L Lkl
comparitech 3 KR

* FINALIST %
2023

ez @)owase |

PREMIER

Google
Partner

<2 | UnderDefense



| Spirit of GAME

We have planned quarterly events
with all our teams

Teamwork makes the dream work

AlUnderDefense
=

) EXPERT



Our Corporate Events

We have two big corporate events per
year.

It is a big pleasure to work together with
these amazing people, but having fun
with them is even more exciting.

<2 | UnderDefense
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Our Learning &
CERTIFICATION
opportunities

are aimed at sustaining learning & innovation culture in th
organization by developing expertise and growing talent.

Develop professional skills:
Access to all internal knowledge base in Google Classrot
Access to ALL eLearnSecurity Courses & Certification
Weekly Knowledge sharing session
Knowledge Evaluation Exam & Promotions
Certification fees coverage
Close cooperation with mature Senior professionals
Close to business process
Professional certification



& (6 Q % © R

@& classroom.google.com/u/0O/h

We provide you access to Unlimited Courses Catalog in our INTERNAL
CLASSROOM

SOC Analyst Tier 1/2T... H Management lecture... Microsoft Security ‘
soc

To-do [E) Toreview [™ Calendar

vCISO GRC course b.. ¢ Detection developm... HR Onboarding Gene..

KARL MacOS malwar...

Oleh Levytskyl

Splunk Analyst

Video Course

Threat Hunting

~ 0O

O S r 1 3 AL S s B ARy Hary Ty ooy o e

Linux OS

Internship Core Course

Immersive Labs

Google Cloud Securi...

~ DO

AR L R

Python

Internship Core Course

Malware Analysis
Teachers: Oleh Levytskyi, Mykhailo Pa...

Endpoint Detection a...

Windows OS

Internship Core Course

Network Traffic Analyz.

Compliance

Internship Core Course

Amazon Web Services,

Internship Core Course

Elastic SIEM 4 Penetration Testing
SOC/SIEM 'v. Teacher:

IBM QRadar SIEM

Teacher: Anna Kovalska

Mitre Training

Video Course

Networking

Internship Core Course



We provide you access to Unlimited Courses Catalog from eLearnSecu rity

Ready to demonstrate your cyber security
expertise? Follow these steps to get certified.

PROUDLY PRESENTED 10

Step 1: Buy a Certification Voucher JOh n DOe

Purchase a certification voucher once you've completed an
INE Cyber Security learning path. If you feel prepared
without training, you can buy a standalone certification

voucher. QCIR eLear"lSecurity

Certified Incident Responde

r
er'! eCIR

Step 2: Take the Exam E -""11@

-~ e
INE’s Cyber Security learning paths provide students with all r:r":t @ -,"-1.::‘ z""" of Septomber 2020
the necessary knowledge and training tools to pass the E;h g 5056960
exam and get certified. With the purchase of an INE B M Ve
Premium subscription, you will receive a unique 50%
discount on any 1 eLearnSecurity certification exam voucher.

Step 3: Get your Official Certificate Richard McLaj

N PrESIDEN
Pass the exam and you are officially certified! Check your
email to receive your digital certificate! If you do not pass,
you will have one opportunity to retake the exam for free.

<2 | UnderDefense



Personal Care program
Bonuses & Benefits

Vacation and Sick leaves

Your annual leave allowance is:

Planned Leave - 18 days +
Sick leaves - 5 days

Compensatory days off for each year in UD - 2 days per
year
Birth of a child - 3 days

vouhave 4 different benefit packages

depending on how long you are with UD: Newbee, Spartan,
Rambo |, Rambo Il

<2 | UnderDefense



| Bonuses & Benefits for 4 levels

Benefits at work

Support for ongoing learning
and education

3 months -1

Options 1year - 2years 2years - 3 years3 years +

year
Startup Success Story v
Opportunities for meaningful work
Open-door policy for addressing concerns and suggestions

Comfortable workplace with electricity and Internet 24/7
Golden standard: very good coffee, verity of choice for tea,
fresh fruits and vitamins, unlimited access to snacks and
cookies

Office equipment ____

18 days of paid vacations

5 days of paid sick leaves — —— —

Branded souvenirs

Anniversary presents (stopped during the war)

Business trips to abroad

Personal Development Plan

Internal training and workshop (conferences, workshops,
training, etc.)

English courses (70% reimbursed monthly, maximum does not
exceed 3000 UAH (84 USD), your attendance should be not
less than 70%.)

Knowledge sharing sessions

Access to all internal knowledge base in Google Classroom
Purchasing online conference materials

Books and courses ordering for your professional growth
(should be approved by HR and your manager)

On-demand Knowledge Evaluation and promotion
Reimbursement of external Certification with a previous
approval from the management

Business education and Leadership development program




Bonuses & Benefits: Advanced Package + VIP
Newbee  Spartan  Rambol  Ramboll

Benefits for health

Benefits for financial security

Lifestyle benefits

Options S 00ihe -1 1year-2years 2years - 3years3years +

Healthcare program

Sport club membership 600 UAH per month, your attendance is
not less than 5 times per month (gym, swimming pool, yoga,
dance classes)

Mental Health Benefits by requests (10 sessions)

Internal protection for $20 000 if our contractor/employee get
in emergency health trouble*

FOP Accounting as a Service (AasS)

250$ bonus for the birth of a child and a wedding

Guaranteed regular compensation review

Reference program $300 for a successful recommendation of +
$1000 after 2 years **

Bonuses for conducting internship courses

Bonuses for BizDev opportunities 2% from new business
project revenue for 1 year

Bonuses for BizDev opportunities 4% from new business
project revenue for 1 year

Quartory Toam buling R U
Corporate events (2 grand events per year) v vy
Present for children on Christmas Holidays ViV VeV
Paragliding club with CEO on the Top ———

"+" 3 days vacation for birth of a child and marriage

"+" 2 vacation day for each year worked in the company (20-
22-24 days)

Flextime behind a laptop

Weekend in Carpathian mountain in Corporate wooden house
Subscriptions to various streaming platforms(music, films,
books, games etc) one per person (should be agreed with HR)
Full remote work options ***

Opportunity to take more vacation if needed ****



| Medical Insurance

3aranbHa cTpaxoBa Cyma Ha piK , FpH. 30000 50000 70000 90000
3 mic-1pik 1pik-2pokn 2 p-3 poku

NoKpWUTTA KOHCYNbTaLii TepanesTa Ta 50%
BY3bKONpPodiNbHUX cnevjianicTis

NOKPUTTA MeAVNKaMEHTIB, NPU3HaYeHUX 0COBUCTUM
nikapeMm, oKpiM romeonaTu4yHNX Npenaparis
O6CTeXEeHHA Ta NPoBeAEHHA AiarHOCTUYHUX TECTiB i
nabopaTopHUX AOCNIAXEHDb 3a CKepyBaHHAM 30% 50% 70% 90%
ocobucToro nikapsa

30% 50% 70% 90%

Buknuk nikapa poaomy (HeBigknagHa gonomora) 30% 50% 70% 90%
FocniTanisayis no WeuAKin gonomosi (HeBigknagHa)

Ta NOKPWUTTA NiKyBaHHA B yMOBaXx cTaLjioHapy (6e3 30% 50% 70% 90%
XapuyBaHHs)

MnaHosa rocnitanizauis (1 pa3 Ha pik) 30% 50% 70% 90%

MpoBeaeHHA MeanyYHUX NpoLeayp Ta MaHinynauii B
yMoBax cTaLjioHapy;

30% 50% 70% 90%

Ornsp, nikaps-cToMaTonora; 20% 50%
3HebonoBaHHA (aHecTesis); 0% 20% 30% 50%
MocTaHoBKa TUMYACOBUX i NOCTINHUX NIOMG; 0% 20% 30% 50%
NikyBaHHA Kapiecy, NynbniTy, NepiofoHTUTY; 0% 20% 30% 50%
BupaneHHs 3y6a; 0% 20% 30% 50%

BiTamiHizaLjif - nokpuTTA nonisiTaMiHHUX Npenaparis
3 npoginakTuyHo MeToto. Kypc npuitomy - 30 gHis 0% 0% 0% 100%
(1 pas Ha pik)

nikyBanbHWUiM Macax (ofHa ainsHka Tina) - Kkypc go 10

. 0% 0% 0% 100%
npoueayp KoxHoro suay (1 pas Ha pik);



Annual Scholarship in K
UCU. $30.000 |

donation to University
for scholarship 2020 ? Ly

2021 ‘ e
CruneHjaisa iMmeHi TUMoOIIMKA
[lerpa MuxaitjioBu4a

*o‘{‘\/\ +K4 e
L0 %
Ty '&
< *3
=3 -
ﬁ. ,§c CruneHaia KoOMIaHii 3 IponeHkKo
Ki6ep6e3neku UnderDefense BiajguciaB




EMPLOYEES

_2|UnderDefense
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Internship for Students

UD breaks the barrier for
students to land their first
job in CyberSecurity area

150+ students
enroll into our internship program
every year.

Best are employed.




Aiding Hospitals during Covid

|
|

I-§

Here at UD we try to fulfill our
duty by volunteering
Battling offline viruses: UnderDefense team

donates 11 oxygen concentrator and beds to
Ukraine hospital.

<2 | UnderDefense



‘ Waste Recycling
nepwial
NbBIBCbKA
COPTYBAJIbHS

!

We care about environment
At office, we promote wastes sorting.

<2 | UnderDefense



A knowledge-sharing platform like an open-mike foxceité@ﬁ e, tO"St
security tendencies, know-hows, troubleshoo'R%:a%‘“‘ew



‘ Newcomers Roadmap

D R 2 MONTHS 3 MONTHS

Started onboarding Feedback session, 1:1 Feedback session, Personal performance
procedure familiarization with HR manager. second checkpoint, 1:1 review with feedback
with documents, with Project Manager. from your PM and team
processes and procedures mate and process

of the company; organization.
acquaintance with a team

and a project.

<2 | UnderDefense



‘ Performance Review Procedure

1 STEP 2 STEP 3 STEP 4 STEP 5 STEP 6 STEP

Start the PA
process on the end
of probation period.

Filling in the
Employee
Questionnaire
form.

Participation in the Making the

meeting, share
feedbacks.

summary: results
of the meeting.

Results:
outcome,

creating
Roadmap, setting
goals,
compensation
review.

Monitoring the
process: growth
opportunity,
performance
evolution.

<2 | UnderDefense



We regularly participate in professional
conferences and share our expertise

)g' UNDER
| DEFENSE

Ransomware payments

1M-350M ransomware
payment
260K for FireEYE IR team

......... {D netwave @ IBM Security | , G

e
ooooooooo
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We support our
Armed Forces of Ukraine

$1000 000

Haropokyerbcs

THMOUIUK
Haszap Ilerposuu

3a cymuinne cayxinns
BarekiBunni, crapanuicrs ta
ininiaTuBy nposiBaeny nia yac
BHKOHAHH5 60/0OBUX 3aBJaHb,
BHCOKMI npodecionanizm
Ta 3 Haroau 24-i piumnui
BOCHHOI po3Binku Yipainu
Tlepumi sacTymmmx sasamsmuca
TonoBuOro ynpasainus possiaku
Minicrepersa oopown Yxpaiin —
sacTymmuK nauarbniuka Lenepasnoro mrady
Iopoiinux Cux Yypalin 3
renepas-waiiop

7 nepeenn 2016

A~ OLIBAWERKO




Volunteering

| VDR

X L

-







$1000 000 in DONATIONS FOR THE VICTORY

https://www.youtube.com/watc
h?v= rGVj16i8ZI

> » O

BonoHTepcTBO, KibepobopoHa 1 foHaTHU — K YKpaiHcbkui IT-cekTop Habnuxxae nepemory - Ukrainer

Ukrainer @
J
0 341K subscribers @ e asiasy abion

9K views 4 months ago #IT #BonoHTtepcTeo #ykpaiHa

3a ocTaHHi poku iHAYCTpiA iIHPOopMaLiiHUX TEXHONOTI aKTUBHO 1 AiMHaMi4YHO po3BuBanacs. IT-cekTop cTaB He NvLe Bi3UTIBKOK YKpaiHu § | U n d erD efe nse
Ha MiDKHapO/Hii apeHi, a 1 HaAinHUM CTOBMOM HaljioHanbHOT EKOHOMIKM. OKPiM TOro, WO alTiBLi 3rypTyBanucs B Ki6epo6opoHi HaLlol

[ep>XaBu, BOHU Lue 1 cTBOpUNU AieBi GoHAW, AKi NPOMNOHYOTh IT-pilleHHS ANA 3aXUCHUKIB | TUX, XTO TaKoXX iM Jonomarae. ...more


https://www.youtube.com/watch?v=_rGVj16j8ZI
https://www.youtube.com/watch?v=_rGVj16j8ZI

We don’t only make donations, but serve for
the Ukrainian Army

https://www.youtube.com/
watch?v=gxxryNFFbDO

o) 012/ 1:22:78 iipo > e @ & (=@ OO 51 I3

Hasap TuMowunk — npo cnyx6y y [lep>Xcneuss’si3Ky, poCiiCbKUX XakepiB Ta B YoMy npobnema Signal

S
poy DPOY w ik 11K GJ > Share 4 Download \| UnderDefense

79.4K subscribers


https://www.youtube.com/watch?v=gxxryNFFbD0
https://www.youtube.com/watch?v=gxxryNFFbD0

We are a brave Ukrainian business who keeps
working for the sake of Ukraine’s victory

IT-BUSINESS

BRAVE UKRAINIAN
BUSINESS == CSR


http://www.youtube.com/watch?v=IT7ijZWXlMA

| want to
personally invite
you to Join us!

Nazar Tymoshyk

Founder & CEO UnderDefense

PhD in CyberSecurity Certified Ethical Hacker
21 years on hands experience in Cyber security
Lviv Business School graduate









https://emojipedia.org/red-heart/

